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RANSOMWARE DEMO

WHAT IS RANSOMWARE?
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A type of malware that locks access to systems or files and demands a ransom in order to regain 
access

Modern versions are known as crypto-ransomware and lock systems by encrypting select files and 
demanding a ransom in exchange for the decryption key

̶ Comes in a variety of “strains”, each with their own idiosyncrasies 

Agenda:

̶ Ransomware demo 

̶ Recovery options 

̶ Ransom negotiation 

̶ IR Process & Forensic investigation 

WHAT WE WILL DEMONSTRATE

3

Attacker Vulnerable Device Wider Network
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THE ATTACK CHAIN
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Persistence Privilege 
Escalation

Initial Access Recon & 
Lateral 

Movement

Exfiltration Execution

WHAT NEXT?

• Call for support 
• Isolate the network
• Recovery options:

• Backups
• Pay the ransom
• Full rebuild

• It’s a cost benefit analysis…
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TO PAY OR NOT TO PAY
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Whether to pay the ransom is a complex risk assessment, based first and 
foremost on the value of the data. You have to assess:

Legal Risks 

Ethical Risks 

Other Considerations

 Public relations impacts

 Insurance terms

 Sanctions

At the end of the day it is a business decision…
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THE RANSOM
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NEGOTIATION
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Coveware

For Illustration Purposes

• Understand 
incident details 
and establish 
scope

• Provide immediate 
recommendations

• Establish 
communications 
protocol

Onboarding
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• Deploy EDR and 
provide enhanced 
monitoring (24/7 if 
required)

• Perform threat 
intelligence 
sweeps across 
Dark & Deep 
Webs

Detection & 
Containment

• Collect and 
analyze forensic 
evidence

• Provide clients 
with continuous 
updates and 
material findings of 
the analysis

Forensic 
Analysis

• Provide visibility on 
sensitive data 
exposure in 
mailboxes and files

• Reconcile and 
consolidate exposed 
data to assist in 
meeting notification 
obligations

Data Mining

• Establish order of 
priority for the 
restoration of 
services

• Define secure 
restoration strategy 
and support clients in 
the restoration of 
systems and services

Restoration

• Support clients in 
assessing and 
restoring backups

• Support clients 
end-to-end through 
the negotiation 
process

• Support clients in 
decrypting data

Negotiation &  
Recovery

INCIDENT RESPONSE PROCESS
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INVESTIGATION
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Preserve Evidence 

Identify Threat Actor IOCs Create a Timeline

Establish Affected Systems and Data

Assess Key Findings

Provide Guidance on How to Prevent Reoccurrence

HOW TO PREPARE
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Performed in succession, these tasks will increase your ransomware 
resiliency and overall cyber security maturity.

 Document your incident response plan

 Include a ransomware playbook in your response plan

 Exercise your response plan with a ransomware scenario

 Test your security controls for ransomware defense effectiveness

CONNECT WITH US:

www.s-rminform.com

hello@s-rminform.com

FOR MORE INFORMATION:

TwitterLinkedIn

 24/7 Hotline: +1 646 895 6538

 IR Mailbox: cyberIR@s-rminform.com

Important Information

The information provided to you in this document is confidential and prepared for your sole use. It must not be copied (in whole or in part) or used 
for any purpose other than to evaluate its contents. No representation or warranty, express or implied, is or will be made and no responsibility or 
liability is or will be accepted by S-RM, or by any of its respective officers, employees or agents in relation to the accuracy or completeness of this 
document and any such liability is expressly disclaimed. In particular, but without limitation, no representation or warranty is given as to the 
reasonableness of suggestions as to future conduct contained in this document. Information herein is provided by S-RM Intelligence and Risk 
Consulting Ltd on our standard terms of business as disclosed to you or as otherwise made available on request. This information is provided to 
you in good faith to assist you in mitigating risks which could arise. No implied or express warranty against risk, changes in circumstances or other 
unforeseen events is or can be provided. S-RM Intelligence and Risk Consulting Ltd accepts no liability for any loss from relying on information 
contained in the report. S-RM Intelligence and Risk Consulting Ltd is not authorised to provide regulatory advice. S-RM Intelligence and Risk 
Consulting Ltd is registered in England with Number 05408866 with its registered office at: Beaufort House, 15 St Botolph Street, London, EC3A 
7DT, UK. 
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